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CALIFORNIA LEGISLATURE—2015—16 REGULAR SESSION

ASSEMBLY BILL No. 1192

Introduced by Assembly Member Quirk

February 27, 2015

An act to add Chapter 22 4 (commenC| ng W|th
Section 22595) to D|V|S|on 8 of the Business and Professions Code,
relating to data.

LEGISLATIVE COUNSEL’S DIGEST

AB 1192, as amended, Quirk. Califernia-Gleba-\Warming-Selutiens
Act-of-2006:—verytow——carbon-transpertation-fuels—Fair Information

Practices Act.

Existing law requires an operator of acommercial Web site or online
service that collects personally identifiable information, as defined,
through the Internet about individual consumersresiding in California
to conspicuously post its privacy policy on its Internet Web site, and
requires that privacy policy to, among other things, identify the
categories of personally identifiable information that the operator
collects.

This bill would require a person, as defined, that provides a mobile
operating system or platform that is used by an operator or devel oper
of a mobile application that collects personal data from an individual
California user through the mobile application or an online service to
create universal privacy policy standards that are based on certain
principles, including, but not limited to, transparency and security. The
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bill would require that person to conspicuously post those standards
on the person’s Internet Web site in a digital format that is accessible
to all users, and would require a developer or operator of a mobile
application using a mobile operating systemor platformto accept those
universal privacy policy standards, except as specified. The bill would
also make legidative findings and declarations regarding those
principles.

State-mandated local program: no.

The people of the Sate of California do enact as follows:
SECTION 1. Chapter 22.4 (commencing with Section 22595)
is added to Division 8 of the Business and Professions Code, to
read:

CHAPTER 22.4. FAIR INFORMATION PRACTICES ACT

22595. This chapter shall be known and may be cited as the
Fair Information Practices Act.

O~NO U WNE
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22595.1. (a) Theprinciplesof the Fair Information Practices
Act include all of the following:

(1) Transparency.

(2) Individual participation.

(3) Purpose specification.

(4) Data minimization.

(5 Uselimitation.

(6) Data quality and integrity.

(7) Security.

(8) Accountability and auditing.

(b) The Legidature finds and declares that with regard to the
principles listed in subdivision (a), developers and operators of
mobile operating systems or platforms are encouraged to do all
of the following:

(1) Betransparent and notify individuals regarding collection,
use, dissemination, and maintenance of personal data.

(2) Involve individuals in the process of using personal data
and, to the extent practicable, seek individual consent for the
collection, use, dissemination, and maintenance of personal data.

(3) Soecifically articulate the authority that permits the
collection of personal data and the purpose or purposes for which
the personal data isintended to be used by defining the functional
pur pose of the mobile application and how an individual’ s personal
data is used to contribute to that functional purpose.

(4) Only collect personal data that is directly relevant and
necessary to accomplish the purpose or purposes for which the
personal dataisintended to be used, and only retain personal data
for aslong as necessary to fulfill the specified purpose or purposes.

(5) Use personal data solely for the purpose or purposes
specified in the notice to the user. Sharing personal data should
be for a purpose compatible with the purpose or purposes for
which the personal data was collected.

(6) Ensure, to the extent practicable, that personal data is
accurate, relevant, timely, and complete.

(7) Protect personal data in all media through appropriate
safeguards against risks, including, but not limited to, loss,
unauthorized access or use, destruction, modification, or
unintended or inappropriate disclosure.

(8) Be accountable for complying with the principles listed in
subdivision (a), provide training to all employeesand contractors
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who use personal data, and audit the actual use of personal data
to demonstrate compliance with the principleslisted in subdivision
(a) and all applicable privacy protection requirements and laws.

22595.2. For purposes of this chapter theterm® person” means
any individual, partnership, corporation, limited liability company,
association, or other organization.

22595.3. (a) Thissection shall apply to a person that provides
amobile operating systemor platformthat is used by an operator
or developer of a mobile application or online servicethat collects
personal data from an individual California user through the
mobile application or online service.

(b) A person shall create universal privacy policy standardsfor
all mobile applications based on the principleslisted in subdivision
(a) of Section 22595.1, and shall conspicuously post the universal
privacy policy standards to the person’s Internet Web site in a
digital format that is accessible to all users.

(©) (1) Except as otherwise provided in paragraph (2), a
developer or operator of a mobile application using a mobile
operating systemor platform of a person shall accept the universal
privacy policy standards of that person, and shall conspicuously
post a notice of acceptance of those universal privacy policy
standards on its Internet Web site in a digital format that is
accessibleto all users.

(2) A developer or operator of a mobile application or online
service may elect not to accept the universal privacy policy
standards of a person regarding the use of a user’s personal data,
if that developer or operator obtains explicit agreement from that
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